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Who am 1?

= Professional Volunteer (Electronic & ICT Engineer)
— Member Board of Governors, IEEE Consumer Electronics Society
— Editor-in-Chief, IEEE Consumer Electronics Magazine

= Day Job(s):
— University vice-Dean (2005-2012) & Statutory Lecturer

— Entreprenneur, Inventor & Technologist
— Industry Consultant
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Where am 1I?

= E-Mail:

— peter.corcoran@nuigalway.ie
— cesmagazine@ieee.org
— pcor00@gagmail.com
= Google Scholar (search ‘Peter Corcoran’)

= LinkedIn:

— http://www.linkedin.com/in/cregg

= Twitter & Facebook
— | don’t use these very much ...
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Today’s Talk

1. What is the Internet Anyway?

= 2. What is the Cloud?

3. Mobile Data & Smartphones (the first ‘Things’)
4. The Internet of Things - Should | care?

= 5. The loT Today — Some Examples

= 6. Where the Internet & Things are Heading ...

— Data Growth
— Energy Consumption
— The Dark-Web & Cyber Security
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The Internet is Broken, Daddy ... @@@

1. WHAT IS THIS ‘INTERNET’
THING ANYWAY ... ?

O & IEEE
e



IEEE Consumer Electronics Society

The ‘Internet’ is NOT the ‘Web’ ...

Note that Vint Cerf & Tim Berners-Lee agree on this!
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PoP #3 .~ _ Tier1Networks
T'(Z Networks %

IxP . Tier2 ISP
PoP 2 #1
We are on the S as Tier 3 Network
inh f thi (multi-homed ISP) (sngle homed ISP)
periphery of this & g &
Infrastructure ... LA Y =7

Internet users
(business, consumers, etc)

A LAYERED NETWORK OF
NETWORKS

O & IEEE




IEEE Consumer Electronics Society

TCP/IP is a Military Technology —
designed to operate in uncertain environments with
built-in redundancy & robustness ...
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Concept: TCP/IP Protocol Stack
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Transport layer
TCP - UDP - DCCP - SCTP - RSVP « more...
Internet layer Application layer
IP (IPv4 - IPv6) - ICMP - ICMPV6 - ECN - BGP - DHCP - AAA/AAAS - DNS - FTP -

GMP - [Panc: has... HTTP - IMAP - LDAP - MGCP + NNTP - NTP -
LNk POP - ONC/RPC - RADIUS - RTP - RTSP -
ARP - NDP - OSPF - Tunnels (L2TP) - ppp .  RIP - SIP - SMTP - SNMP - SSH - TACACS -

MAC (Ethernet - DSL - ISDN - FDDI) - more... Telnet - TLS/SSL - XMPP - more...

Do you recognize any of the above?

GLUED TOGETHER BY A
SUITE OF TCP/IP PROTOCOLS

O & IEEE
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The 1"9 main point for today!

= Computers aren’t much use any
more without the network ....

= .... And the network is TCP/IP



The Internet is Broken ...

2. WHAT IS ‘THE CLOUD’?
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Concept from 1960s!

Douglas Parkhill - The Challenge of the Computer
Utility (1966).

all the modern-day characteristics of cloud computing were thoro
explored in Douglas Parkhill's 1966 book, The Challenge of the Computer
Utility. Parkhill was the first to draw a comparison to the electricity industry and

the use of public, private, government and community forms, elastic provisioning
illusion of infinite supply.

= The first scholar ecture by
Ramnath Chellappa. He defined the term cloud as a computing paradigm where
“... the boundaries of computing will be determined by economic rationale
rather than technical limits”.

= 1999 - Salesforce.com pioneered the concept of delivering enterprise applications
via a simple website. This made it possible for software firms to deliver
applications over the internet.

= 2002 — 2006: post dot-com bubble, Amazon played a key role by modernizing
their data centers to handle the huge surges in network traffic at Xmas. Afterwards
the company realized that surplus computing capacity could become a new

business for them.
O 4 |EEE
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A Corporate Conspiracy ... ?
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Some Links:

= Cisco — VNI (Visual Networking Index)

= http://www.cisco.com/c/en/us/solutions/service-
provider/visual-networking-index-vni/index.html

= |EEE Cloud Computing

= http://cloudcomputing.ieee.org/
= http://en.wikipedia.org/wiki/[EEE_Cloud Computing

O & IEEE
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A View Inside ‘The Cloud’
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An Occasional Engineer is Seen ...
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Inside Google
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An Outside View
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The US is World’s Internet HUB
(2010 Data)

GLOBAL TRAFFIC MAP 2010 TeleGoog!




But what does the cloud mean
forme.... ?
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Example #1 — Online E-Mail

= Gmail (2004)

= A radical re-thinking of the e-mail service; there
were some key user advantages to managing e-

clean your inbox; Google says you'll never have to
delete any e-mail, EVER!

= Of course Google loves to mine all the data
associated with your e-mail!

O & IEEE
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Example #2 — Online Storage

= Dropbox (2008), Google Drive (2007), iCloud
(2011), many others .

En
Th

Iapto.p/ S p and obile dewces
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Example #4 — Online Applications
= Youtube (2005)

= User generated video storage; free service!

Google in 2006 providing
ve teething problems ...
grow and bu @ fE
rlying g ontent.drivin

network infrastructure;

= My kids watch more youtube than regular TV ...

= Many things are best explained in video clip:

= Minecraft Tutorials; Game Walkthroughs; How-
To tutorials for DIY, repair and assembly tasks;

O & IEEE




The 2"9 main point for today!

= Computers aren’t much use any more
without the network ....

= ... the data just left the computer
and moved to the network as well!



3. MOBILE DATA & SMART-PHONES
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Why are Thin Client Important?

= Phenomenal Growth rate in Smartphones &
Tablets in last few years

= Changing fundamental use patterns of CE-ICT
= Many consumers now view TV/Movies on ‘small screen’;
= New Media — youtube, facebook, Netflix, etc ...

= New Services — grocery shopping, games, social
networks

= Tablets bring ICT from Desktop into Living Room
= Disruptive Technology!

O $ IEEE
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Device Category CAGR Projected
2009 2010 2011 2012 (2012-2017)  (2017)
L?ptop | 1 145 : 1,&60 2131 2,503 31% 5731
Smartphone 35 55 150
‘Smartphone (4G) - - - (5,114
Tablet 8 405 517 (53872
| Gaming Console - 244 317 - - NA
Mobile Phone 1.5 1.9 43 6.8 -- 31

Data use in MB per month; note the CAGR rates of 81% and 113% for smartphones & tablets;

Tablets will consumer as much “Network Data” as Laptops by 2017 — 2x the consumption of today’s
laptops; but there will be a lot more tablets & smartphones ...

Thin Clients like Smartphones will drive Data Consumption

... and Production! (via Pictures, Videos, etc) ...

O ¢ IEEE
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Growth in Numbers = Big Growth
in Data Traffic ...
= Today (2012) -

— ¢. 600 Million Laptops

orrow (2017) —
— ¢. 2,000 Million tablets (+ c. 1000 Million Laptops)
4,000 Million smart- es (conservative?)
= TV Panels are also becoming “connected”:
— Smart TV

— Add-on connectivity: Boxee, Apple-TV, many
others ...

O $ IEEE




The 3@ main point for today!

= Exponential Growth as ...
the user becomes the Data!
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The “Things™ are coming ...

4. THE INTERNET OF THINGS —
What is it and why Should | care?

O $IEEE




What The Phrase Means

Kevin Ashton coined

"Internet of Things" phrase
to describe a system where
the Internet is connected to

the physical world via
ubiquitous sensors

)

The term “Internet of Things” .
was first documented by
British visionary, Kevin
Ashton, in 1999.




Corcoran & Desbonnet genuinely built an loT ... in 1997 & 1998!
(i) “Browser Style Interfaces to a Home Automation Network”

(ii) “Mapping home-network appliances to TCP/IP sockets using a
three-tiered home gateway architecture”)
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What an ‘object infrastructure’ looks like — nearly 20 years ago!
(“Browser Style Interfaces to a Home Automation Network”)
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Fig: 4 An Enhanced Device Browser can provide very detailed access to the CAL Object Structure of Appliances
conmected to a Home Automation Network
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And on a Workstation Terminal ... (“Browser Style Interfaces to
a Home Automation Network”) ... each window links to a device!
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How Ubiquitous?

Gartner: “loT Installed Base Will G@ZG Billion Uni@
2020.” That number is likely too low.

. Every mobile  « Everydoor « Everypart onevery o \Wearables cheaper
. Everyauto  « Everyroom  Parslist than water
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connected to the internet
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The 4™ main point for today!

Hang onto your Hat!

We saw 3-4 Billion Smartphones
would create a lot of DATA, but ...

loT is going to be a LOT BIGGER!



INTERNET OF THINGS
TODAY? — SOME EXAMPLES
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1. RFID - Identification for Things

“TRANCEIVEL RELD
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One Application of loT/RFID

&
et = (2) When shopping in the market,
TS the goods will introduce

\
. themselves.

Scenario: shopping!

(1) When entering the doors, scanners
will identify the tags on her clothing.

(4) When paying for the goods, the
microchip of the credit card will
communicate with checkout reader.

(3) When moving the goods, the reader
will tell the staff to put a new one.

Baarirwsen vy Loss Kvsanae Brarrar S Forpes



Protect Yourself
from RFID

Fend off fnghtening tracking tech

By Catverne Albeecht and Liz MoOwnygre
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for Bings. RFID ¢ are tracked by RED ted
devicos. Those readon gahor indormmution from
via radio waves, simmslir 10 e raddo waves that allow
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2. Machine-to-Machine (M2)
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M2M #1 — The SmartGrid
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M2M #2 — Smart Factories




M2M #3- Smart Cities
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3. Smart-TV & Home Networks
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Meet Mother (The scary side of lIoT!)

motﬁer .

whatever you need,
whenever you want

Mother and the Motion Cookies are a family of smart sersors that
you can set in two menutes to perform the functions you want and
1hat you can change as often as you need

O & IEEE
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... and the Motion Cookies ...

Motion Cookies the
magical sensors that tune
In to your wishes

Motion Cookies are the first essential members of the

ever growing Sense Mother famaly

They have the power 10 detect and understand the
movements of objects and people, Small and shck, they
can be affixed to aimost anything,

Everymung aboun Sease Moder

O & IEEE
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Silly, but claims to solve problems

L;,».Jc‘l,,—_q--iaJ" e iy MY Morior thhe nurmder of oW MArn e300 oofees 40 yOu Srew? DO vou Srth
SIRES pOU MRS T SIEANCES YOu Wl T CareE YON 200 mary of theam in e svenrg? Get rofifed belfore you
Lagrr ran O of Capsuies

Tooth Oace

Do you realy Draah pour toeth Defer than pour Chidven” Morfior Ihe acoess 1O pour home. Lot an dlar! wihen
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4. Healthcare & Connected Capabilities

Apphicatons 1o manage Tools that allow patients 0
transtons of care make better health care decisions
angd track their own health
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Wearable Technologies?




Too Extreme?




INTERNET OF THINGS
SOME FUTURE CONCERNS
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B Ry



IEEE Consumer Electronics Society

But if every “thing” is Connected

What about Privacy?
= Google Glass can detect your passwords & PIN

Personal Security?
= NEST smart thermostat can be hacked so people
know when you are home — Blackhat 2014
Home Security Cameras

= recently a Russian Website put up video access to
1000’s of Chinese home security cameras ...

= default passwords so no hacking!

O $ IEEE
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_m
IEEE Consumer

Electronics Magazine

A April 2015 Issue —

Welcome to the Age

, of Sousveillance ...
“Little Brother”

Is Watching

Welcome to the
Age of Sousveillance

¢ IEEE
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liberveillance, Ps[?&évt‘i':;

the Web of Things - :
: ' Is Showing!
. anu Peo Ie e e a
n Metadata in dgital photos and posts

could be revealing more than you realize

What & the culmination of alf thes surveillance?

By 1rerne Aloacht s L3 Mavepre

By MG Machart. Katng Michael, and Olvistone Peradnls
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A Cybermodel IEEE Consumer
for Privacy hy Design Electronics Magazine

Building privacy protection into consumer electronics.
Jan 2015 Issue —

By Michael H. Duvis, Ulich Lang, and Sid Shenye

ORS FRIVALY PROTRCTION

ey S _ Welcome to the Age
of Sousveillance ...

wed, and where does it '
sit n your orpanization wday?
Ohanes are, f you do not have &
chief prvacy officer or datagoo-

J
tacaon officer, your compunry b /bers

lacking In protecting criical
data, Jot alooe observing Al the

laws 08 statumory regulations E ) l O t
dealing with ptivacy (e.g.,
sy, complisnce, o). Man-

NG paVECY B s, eape-
cially considering e key
masdated privacy roquire-
ments, wxch s hose concem W
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varied and conples, and Diey change depending on where your dats teside Le. the s, province, and Country
For exasrpie, e Ewopesn Usion's (ELT) date-protecton rective (1] s mooch surioter thas the weak US. peivaty
Laws. (None that ff you plas 10 et & global CE prodect, you shoulld know sbout the Safle Harbor Framsewerk )
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LAY 3 WU COMMAE ACTRORCL WAL 40

'Oo

_‘ﬁ|'r




??? Questions ???



